The Digital Resilience Checklist

Safeguarding Your Business Against Cloud Outages
By Digital Craftsmen

From Immediate Preparedness to Long-Term Continuity:

An Action Plan for CTOs & Managing Directors
The New Digital Reality: Outages Are Inevitable. Is Your Business Ready?

The recent Azure and AWS outages served as a stark reminder that even the
largest cloud providers aren't immune to disruption. For businesses,
especially with critical sales events like Black Friday, Cyber Monday,
Christmas and Easter, these outages are more than just an inconvenience -
they are a direct threat to revenue, reputation, and long-term survival.

The 'Shared Responsibility Model' is key: Cloud providers handle the security of the cloud, but you are
responsible for security in the cloud. And it is now obvious that many businesses are failing to meet this
responsibility, often due to a lack of expertise or a dangerous assumption that the cloud is inherently

infallible. It is not.

This guide is your actionable blueprint to assess your current resilience, prepare for critical periods in

your business, and build a secure, stable and scalable strategy for continuity.

a I
The Cost of Downtime: It's More Than Just Sales

o Direct Revenue Loss: Up to £7,000 per minute for large enterprises, or
£5,000-£22,000 per hour for SMEs (Gartner).

o Hidden Costs: Lost productivity, expensive recovery procedures, damaged

supply chains, internal disruption, resources re-allocated, idle or mismanaged.

 Reputational Damage: 44% of companies report brand damage, 29%

lose customers directly. Trust is hard-won, easily lost.

o Peak Season Risk: costs can triple during critical sales events like Black Friday.
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Immediate Preparedness: Fortifying for Peak Seasons

With critical sales periods like Black Friday, Cyber Monday and Christmas,
immediate vigilance is crucial. Use this checklist to quickly assess and
address your most urgent vulnerabilities.

Critical Dependency Review

Identify all critical services for peak operations:-
Applications, tools, databases, APIls, gateways, CRMs, comms. platforms, middleware etc.

O Mapped all mission-critical applications/services.

O Identified third-party service dependencies (e.g., payment, CDN).

O Confirmed primary cloud region for each critical component.

O Assessed risk if a single cloud region for a critical component goes down.

Your Notes I/ Action Items:

Backup & Recovery Verification

Ensure your data is secure and recoverable.

Last verified backup restoration date: / /

3-2-1-1-0 Rule Compliance:

O 3 copies of data = production + 2x backups
O 2 different types of media

O 1 copy off-site

O 1 immutable/air - gapped copy

[0 0 errors (regular verification)

Defined RPO (acceptable data loss) for peak season:

Defined RTO (acceptable downtime) for peak season:

Your Notes / Action Items:
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Long-Term Resilience: Building Your Digital Fortress

True resilience is not an afterthought; it's a fundamental and systems-wide
principle. These longer-term strategies will protect your business against
future, inevitable disruptions.

Architecting for High Availability (HA)

Goal: Minimise downtime from localised failures (server crash, AZ loss).
Key Strategies:

o Multi-Availability Zone (Multi-AZ) Deployment: Distribute core resources across 2-3
geographically separate data centres within a region.

e Elastic Load Balancing & Auto Scaling: Automate traffic distribution and resource scaling.

e Static Stability: Design systems to keep operating during dependency failures without
needing new launches.

Your HA Plan / Current Status:

Implementing Robust Disaster Recovery (DR)
Goal: Restore service after catastrophic regional failure.
DR Strategies (based on RTO/RPO):

Backup & Restore: (Higher RTO/RPO, lowest cost)

Pilot Light: (Reduced RTO/RPQ) Minimal core infra running in DR region.
Warm Standby: (Fastest RTO/RPO) Scaled-down but fully functional stack.
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Critical Elements:

e Documented DR Plan: Clear communication, roles, technical steps.
e Regular Testing: Annually, or before critical periods.
e Automation (Infrastructure as Code - laC): Essential for rapid, consistent recovery.

Your DR Plan I Current Status:

Modern Backup Strategies - The Last Line of Defense

Goal: Protect data against corruption, human error, and cyberattacks e.g. ransomware.
The 3-2-1-1-0 Rule (Recap):

e 3 copies of data

o 2 different media types

e 1 copy off-site

e 1 immutable / air-gapped copy (ra nsomware protection)
e O errors (verified recoverability)

Cloud Benefits:
Amazon S3 (or similar services) are ideal for off-site and immutability components of this rule.

Your Backup Strategy / Current Status:
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The Partnership Imperative: Maximising Resilience

Building and managing true digital resilience is complex and requires
specialised, 24/7 expertise. For many organisations, attempting this in-
house is a significant drain on resources and a growing risk. This is where a

strategic partner becomes invaluable.

Expertise on Demand

Access certified specialists across AWS, Azure, GCP
and bespoke platforms. We design and implement
best-practice HA and DR strategies.

Enterprise-Grade Resilience

Affordable access to sophisticated tools and
operational discipline.

White-Label Support

Seamlessly extend your team; enhance your
offerings to clients.

24/7 Monitoring & Response

Dedicated proactive incident response teams
ensure immediate action, minimising RTO and
business impact.

Free Up Your Talent

Your internal teams focus on innovation and
growth, not infrastructure firefighting.

Sustainable Practices

Offer green hosting, backed by our commitment
to carbon neutrality by 2030.

Digital Craftsmen Services for Your Resilience:
e Managed Services: Comprehensive, proactive management of your cloud infrastructure.
e Cloud Hosting: Optimised, secure, and resilient hosting tailored to your specific applications.
e Cyber Security Services: Fortify your defences to safeguard your data and reputation.

Your Next Step

No-one can prevent the next cloud outage, but every business can choose to prepare and architect
for resilience. Don't leave your digital future to chance.

Discuss your unique resilience strategy with our experts today.

Contact Digital Craftsmen on
020 3745 7706

contactacraftsman@digitalcraftsmen.com
www.linkedin.com/company/digital-craftsmen
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Glossary & Further Resources

RTO: Recovery Time Objective
The maximum acceptable downtime after a disruption.

RPO: Recovery Point Objective

The maximum acceptable amount of data loss after a disruption.

HA: High Availability

Systems designed to operate continuously without interruption.

DR: Disaster Recovery
The process of restoring operations after a major incident.

AZ: Availability Zone

Isolated locations within a cloud region, designed for fault tolerance.

IaC: Infrastructure as Code
Managing and provisioning infrastructure through machine-readable definition files.
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